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A user on the internet connects on the 
webserver in the home using their web 
browser. This is a direct TCP/IP 
connection on port 80 



The server in the home responds with 
a login webpage for the user to 
authenticate. 
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The user enters their usemame and 
password. Both are sent plain text over 
the internet to the server in the home. 
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The server in the home responds with a 
web page that allows the user to control 
their home. 
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The home sends to the server a request that new key pair be generated. 
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Server generates a new PKI key pair and sends only the public part to the home. 






Home generates it's own PKI key pair and sends its public portion to the server. 
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The home generates a random key for synchronous encryption. It then encypts it with the 
public key of the server and sends the encrypted packet to the server. 
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The server generates a random key for synchronous encryption. It then encrypts it with the 
public key of the home and sends the encrypted packet to the home. 






Both the home and the server indepentantly assemble the two random keys to generate a 
new key (k3) for synchronous encryption. 
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Commands and responses from this point on are all encrypted using key k3 and 

synchronous encryption. 
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A user on the internet connects to our 
web farm using their web browser. This 
is an SSL encrypted connection on port. 
443 
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A web server in the webfarm 
responds with a login webpage for the 
user to authenticate. 



The user enters their usemame and 
password. Both are sent encrypted 
over the internet to the webfarm. 




The server in the webfarm responds with a 
webpage that allows the user to control 
their home. Commands are relayed 
through the webfarm to the home over the 
secure link created in part 1 . 
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FIG. 5 



